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Abstract: The key features of continuous variables quantum key distribution protocols are
considered in the paper. The motivation for studying and developing methods of quantum
cryptography is substantiated. The main aspects inherent to continuous-variable protocols
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modulation and signal registration through balanced homodyne detection is provided. A
classification of attacks on the quantum protocol is presented. A general overview of post-
processing methods is given. The role of noise is indicated, and approaches to assessing the
level of security applicable to continuous-variable protocols are discussed. In conclusion,
the main conclusions regarding the current status of this problem are presented, and
aspects requiring further study are identified.
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branches of quantum informatics is quantum
cryptography [8-11]. Throughout
history, we have sought confidential ways of

human

exchanging information, and the relevance of
this problem increases over time. Nowadays,
the functioning of the military, government,
and banking sectors is inconceivable without
cryptography.

It is known that to achieve theoretically
secure communication, it is sufficient to
use the method of a one-time pad (Vernam
cipher) [12]. This method partially reduces
the problem of exchanging secret messages to
the problem of distributing a secret key that
encodes the messages transmitted between
two parties. Currently, classical encryption
algorithms are most commonly used for key
distribution [13]. The reliability of most of
these algorithms is not mathematically proven
and is based on the fact that, to date, there is no
classical efficient algorithm for factoring large
numbers [14]. Therefore, in the future, after
the possible creation of efficient algorithms
for factoring large numbers or sufficiently
powerful quantum computers [15], modern
classical key distribution methods will have to

be abandoned.

Quantum cryptography aims to address
the challenge of distributing a secret key
by leveraging the principles of quantum
mechanics, which ensures that the secrecy
of the key is protected by the fundamental
laws of nature. The BB-84 quantum key
distribution protocol [16] is based on the
quantum-mechanical no-cloning theorem [5].
The protocol is designed in such a way that any
attempt by an eavesdropper (Eve) to intercept
information about the key can always be
detected by specific coordinated actions of the
users distributing the key (Alice and Bob). BB-
84 was the first historically significant quantum
key distribution protocol and still remains
one of the most reliable protocols. However,
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research in this field is constantly conducted,
and other quantum cryptography protocols
have since been proposed, such as E-91 [17],
B-92 [18], GG-02 [19], and Lo-05 [20], each
with their unique features. Special emphasis
should be given to the continuous-variable
protocols (CV QKD) [19, 21]. This work aims
to outline the findings of scientific research
on the crucial aspects of continuous variable
quantum key distribution protocols, establish
the necessity for additional exploration and
advancement in this area, and identify the
aspects that demand further investigation.

2. FEATURES AND VARIANTS OF CV
QKD PROTOCOLS

As the 2000s commenced, it became clear that
for the purposes of quantum cryptography,
methods where information about the secret
key is encoded in the value of the optical
field complex amplitude (CV QKD) could be
used [19, 21-23]. This quantity is a continuous
that
measured, it gives a value that continuously

quantum variable, meaning when
changes within a certain range of values. This is
the difference between a continuous quantum
variable and a qubit [6], whose measurement
results form a discrete spectrum. The no-
cloning theorem of unknown quantum states
is valid for continuous variables as well as
for discrete variables, which is also a factor

underlying the security of such protocols [24].

Continuous  variable  protocols  are
comparatively less frequently implemented
in experiments when compared to discrete
variable QKD protocols. The reason for this
is the difficulties in proving their security
[24], especially for protocols with so-called
non-Gaussian modulation, as well as the
sensitivity of protocol implementations to
various types of noise [25]. However, CV
QKD has several attractive features that are

not present in protocols based on discrete



INFORMATION TECHNOLOGIES

variables. Continuous variable quantum
key distribution employs multiphoton laser
pulses (approximately 250 photons per pulse)
[21], which enhances the speed of secret key
generation. Additionally, there is no need for a
single-photon source [26-28] or detector [29],
which are commercially expensive and still

imperfect for QKD purposes.

More and more researchers are directing
their attention to the protocols belonging to
the CV QKD category. CV QKD protocols
have already been implemented in optical
tibers [30], free space [31], and single-pass
[19] and two-pass schemes [32]. Variations of
CV QKD have also been implemented with
a local oscillator (reference signal) available
only on the receiver's side (local-local
oscillator) [33], which significantly improves
the protocol's reliability. Depending on the
modulation type, CV QKD protocols can be
divided into protocols with Gaussian [19] and
non-Gaussian [34] modulation. Protocols
with  Gaussian
complex to implement, but their security
against coherent attacks (general attacks) is
justified [35]. Protocols with non-Gaussian
(most often discrete) modulation often have
simpler technical implementations and post-
processing algorithms, but their security

modulation are more

justifications are more challenging. Coherent
optical field states are commonly used as
signal states, but squeezed [36] and thermal
states [37] can also be used. A distinctive
part of CV QKD protocols is the balanced
homodyne detection procedure [38§].
There are variations of CV QKD in which
this procedure is replaced by heterodyne
detection [38]. This not only improves the
generation speed of the secret key but also
enables the omission of a requirement for
a source of random [39, 40] or pseudo-
random numbers on Bob's side.
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3. DESCRIPTION OF THE
BALANCED HOMODYNE
DETECTION METHOD

As noted
homodyne detection is an important and
specific part of CV QKD protocols, so it makes
sense to describe this procedure individually.
The laser field with high precision can be
described by a coherent state |a), where a =
Aexp(ip) = g + ip is a complex parameter
encoding the amplitude and the constant
(initial) phase component of the optical signal.
These characteristics can be unambiguously

above, performing balanced

converted into signal quadrature components:
the "coordinate"g  and the "momentum"
p [22]. The reason for these quantities being
given their names is due to the fact that, in the
quantum description of the electromagnetic
field, they have the same (up to a constant)
commutation relationship as the coordinate
and momentum operators of a quantum-
mechanical particle:[¢, p]=i.. Consequently,
this implies that they are subject to the
Heisenberg uncertainty principle, i.e. there is
a definite relationship between the variances
of these quantities (Fig. 1). The "coordinate"
g and the "momentum"p of the signal state
can be experimentally measured as follows
[22]: the signal state is interfered with a local
oscillator (a homodyne, reference optical field)
of the same frequency on a symmetric beam
splitter. Then, each of the output beams of
the beam splitter is directed onto a photodiode
of the homodyne detector (Fig. 2). It can be
shown that, depending on the phase difference
0, between the signal and the homodyne,
the resulting differential photocurrent I is
proportional to either the "coordinate" ¢, or
the "momentum" p, or their combination.

I~ geost + psind. )
The detector amplifies the photocurrent [
and converts it into a voltage output, which is

then sent to an oscilloscope for transmission.

RENSIT | 2024 | Vol. 16 | No. 2



258 EBGENII V. BURLAKOV, ALEXANDER V. KOROBOV

W(p) q

W(q)

Fig. 1. A visual representation of a signal coberent

State |05 > omplex amplitude . The end of the amplitude

vector is surrounded by a "uncertainty circle” reflecting

the presence of inberent quantum noise that cannot be
eliminated.

The data from the oscilloscope is processed
to recover information about the quadrature
components. Thus, by adjusting the phase
difference 0 between the signal and the local
oscillator, Bob which
quadrature he will measure. The explained
detection method is utilized for not just CV
QKD, but also for a procedure known as
quantum tomography [41], which involves

effectively  selects

the reconstruction of a quantum state from
homodyne detection data. For example, the
quadrature components are arguments of the
Wigner function W(g,p) [42-45], an important
object in quantum optics that represents a
quasi-probability distribution function.

4. DESCRIPTION OF THE CV QKD
PROTOCOL USING DISCRETE
MODULATION

Below a protocol variant for CV QKD with
discrete modulation using coherent states
and homodyne detection is presented. Such
a protocol typically has a simpler technical
implementation to

compared protocols
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Fig. 2. A symmetric beam splitter is used to combine

the coberent signal state |@) and a reference optical

Jield (local oscillator). The resulting beams are directed

onto the photodiodes of a homodyne detector, which

transforms the incident radiation into a difference
photocurrent.

with Gaussian modulation, and at the same
time still capture many important aspects of
continuous variable quantum key distribution.
Additionally, it best illustrates the analogy with
the well-known BB84 protocol, especially
when wusing vector diagram visualization
methods (Fig. 3, 4).

A typical scheme for implementing the CV
QKD protocol with discrete modulation is as
tollows [11]:

1. The sender (Alice) generates a random
complex value |a), where a = Aexp(ip) = ¢
+ 7p — is a fixed parameter, ¢ can take one of
four values: ¢ = {0, /2, n, 3n/2}. Moreovet,
the values ¢ = {0,n} encode ¢, and the values
o = {n/2,31/2} encode p.

2. Alice repeats step 1 several times, i.e. she
generates a set of complex parameters {a}.
On the basis of this set, alternately creates and
sends coherent states {|a)} in the form of
separate parcels (laser pulses) to the recipient
(Bob).

3. Bob, using the method of balanced
homodyne detection, measures one of two
quadrature

components in each parcel:
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&0

Fig. 3. Visualization of the first and second steps of
the protocol using the method of vector diagrams. Alice
prepares one of the four states in each parcel.

“coordinate” ¢ or “momentum” p. In other
words, it regulates at its own discretion the
phase difference between the signal and the
homodyne 6. According to formula (1), 6 = 0
corresponds to the “coordinate” measurement,
and 0 =7 /2 to the “momentum” measurement.
The measurement results constitute Bob's raw
key.

4. Bob informs Alice via an open channel
which variable (g or p) he measured in each
parcel, without giving its value. It is assumed
that before the start of the key distribution
procedure, Alice and Bob synchronized the
phases of the signals and clearly know what is
taken as ¢, and what is p.

5. Alice uses the information received from
Bob to obtain her "raw" key, discarding those
values of the sequence of random variables,
which, when measuring, Bob made a mistake
with the choice of phase. For example, the
parcel encoded the ¢, and Bob measured the p.

0. Alice generates a binary key. The parcels
remaining after the previous paragraph with
the values ¢ = {0,n/2} are assigned 1, and the
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Wi(p)
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Fig. 4. Visualization of the third step of the

protocol. Bob, using the method of balanced homodyne

detection, projects the received state onto a vertical or

horizontal axis, measuring either the “coordinate” q or
the “momentum” p.

messages with the values ¢ = {n, 3n/2} ate
assigned 0.

7. Bob analyzes the average value of the
photocurrent obtained as a result of homodyne
detection of each specific parcel from the
set received from Alice. If it is positive and
corresponds to the value A, then it assigns 1 to
this parcel, if it is negative and corresponds to
the value —A4, then it assigns 0. If the average
value of the photocurrent is close to zero, then
this means that Bob did not guess right the
basis, and such parcels are rejected.

If the average value of the photocurrent
observed by Bob falls between the wvalues
of A, or —A, or 0, and there is a rise in the
variance of the photocurrent, it is possible
that an eavesdropper (Eve) is monitoring the
communication channel.

The key difference between protocols
with Gaussian modulation is that the complex

RENSIT | 2024 | Vol. 16 | No. 2
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numbers a = Aexp(ip) = g + zp, that Alice
generates can take not all four different
values, but be generated according to a two-
dimensional Gaussian distribution centered at
the origin and variance /,. Then the resulting
variance of quadratures, taking into account
quantum noise in the appropriate units, is equal
to =17 +1.

The proposed protocol does not require
either a source or a single-photon detector.
The protocol is commonly implemented in an
optical fiber using lasers that emit radiation at a
wavelength of 1550 nm as the radiation source
[46]. As a detection device, balanced homodyne
detectors with inexpensive photodiodes based
on silicon or gallium arsenide are used [47].
The scheme proposed above does not take into
account some of the aspects that arise during
These aspects
include: the properties of a local oscillator,
the noise and losses in the communication
channel and in the detector, signal polarization
distortions, properties of amplitude and phase
modulators of the optical fields, stabilization
of the visibility of the interference pattern. For

technical implementation.

details on these and some other issues, please

refer to the bibliography [25].

5. CLASSIFICATION OF ATTACKS

The classification of attacks can be carried out
in several ways [11]. An Eavesdropper (Eve)
can conduct attacks on the protocol or attacks
on its technical implementation. Attacks on
the protocol can be divided into two groups:
indirect attacks, using Eve's auxiliary quantum
system, referred to as an ancilla, and direct
attacks, which do not involve the use of an
ancilla. Attacks using an ancilla can be further
three types: individual,
collective, and coherent. In individual attacks,
Eve prepares multiple ancillas, with each ancilla

categorized into

interacts with the corresponding quantum
state of Alice (or Bob), which directly carries
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information about the key. At a later time,
Eve performs measurements on each ancilla
separately, obtaining certain information
about the secret key. In the case of a collective
attack, each ancilla also interacts with a specific
quantum information system. However,
Eve conducts a collective measurement on
all ancillas simultaneously, enabling her to
obtain more information than in the case of
individual measurements. The third type of
possible attack is the coherent attack, which is
the most general type of attack. In this type
of attack, Eve's ancilla represents, in general, a
multi-level quantum system that interacts with
all information states at once. Subsequently,
Eve performs measurements on her ancilla
at an opportune moment. In some cases, it
is possible to show the equivalence between
collective and coherent attacks. However, in
general, it is not always possible to explicitly
construct a coherent attack or specify the
maximum amount of information that Eve will
gain from such an attack. Analyzing individual
and collective attacks is generally more
straightforward. Furthermore, it allows us to
address the fundamental question of whether
the protocol is secret in principle, meaning it

satisfies the necessary condition of secrecy.

6. CLASSICAL POST-PROCESSING

Similar to all quantum protocols, classical
post-processing is necessary for CV QKD:
the data resulting from the quantum part of
the protocol must be classically processed
to obtain the final secret key. Classical post-
processing includes [11] several stages: key
sifting — parcels in which Alice and Bob were
unable to determine each othet's bases, are
discarded. Parameter Estimation — Alice and
Bob publicly disclose a portion of the key in
order to estimate parameters such as link loss
and additional noise. These values are essential
for computing the mutual information between
Alice and Bob, as well as the Holevo quantity. [7].
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Information reconciliation — Alice and Bob use
classical information reconciliation algorithms
to check the success of the previous steps. Such
algorithms include Slice reconciliation [48],
Multidimensional reconciliation [49], LDPC
codes [50]. A distinction is also made between
direct and reverse reconciliation, in the case of
CV QKD, reverse reconciliation is preferable.
Confirmation — at this stage, a family of
universal hash functions is usually applied to
the key in order to make sure that the error
correction is successful. Privacy amplification
— Alice and Bob perform a hashing procedure
to uniformly compress the key and obtain the
final secret key. Authentication - in each of
the steps above, Alice and Bob must be sure
that they are exchanging information with each
other, and not with a third party that can play
the role of Bob for Alice, and for Bob to play
the role of Alice.

7. NOISE ANALYSIS FOR CV QKD

The noise level in communication channels and
equipment is a critical aspect of all quantum
cryptography protocols, as the noise may
contain information that could be wvaluable
to an eavesdropper. It is assumed that Eve
possesses all the required resources to extract
information from the noises. In CV QKD, the
role of noise goes to an even higher level, the
presence of Eve can be determined by the
level of quantum noise, so the influence of
additional noise of a different nature should
be minimized. Additional noises include: non-
ideal noise of the QKD system [25], leakage
noise in the detector y,_, overlap noise due to
non-ideal visibility of the interference pattern,
noise of instability in signal intensity and local
oscillator y, , noise of non-ideal modulation,
Raman scattering noise y, , measurement
the
stochastically independent, then their variances

add up:
X - Xdet + XLO + XRam'

discretization noise. If noises are

@)
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From the point of view of vector diagrams
(Fig. 1), additional noise adds up to quantum
noise, which etfectively increases the circle of
uncertainty.

Additional noise is frequently categorized
into two groups: those that Eve can access
and those that are inaccessible to Eve. For
example, “original” (ORM) and “realistic”
(RRM) noise models are distinguished [38].
Such classifications make it easier to analyze
secrecy in some cases. So, for example, it does
not seem too rough an assumption that Eve
does not have access to a local oscillator, if it is
completely on the side of Alice and cannot be
transferred [25]. Nonetheless, the conditional
nature of somewhat

such classifications

restricts the inferences that can be made.

8. SECURITY ANALYSIS

Let Nbe the number of transmissions that Alice
and Bob share as a result of the quantum part
of the protocol. After Alice and Bob perform
the basis reconciliation procedure, they obtain
a list of symbols of length » = N, which is
referred to as the raw key. After undergoing
classical post-processing, Alice and Bob
compress the secret key, obtaining the final
secret key of length /= 7. One can consider the
scenario in which the number of transmissions
tends towards infinity, often referred to as the
asymptotic limit, and introduce the quantity 7,
denoted as the "secret fraction" [11]:

r=Ilm-—.
Naoon

3)

The quantity (3) appears in many security
proofs of quantum protocols. Additionally,
parameters such as the raw key generation
rate R, which can be estimated experimentally,
i.e., the number of raw key symbols that can
be generated by the QKD system per unit of
time, are introduced. Similarly, the secret key

generation rate is also introduced K = Rr.
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In the case of an individual attack, the
Csiszar-Korner formula is applicable for 7 [51]:

=1 4B 1 BE> (4)
where [ B Shannon mutual information

between Alice and Bob [52], a fraction of
shared secret bits possessed by Alice and Bob.

0
rShannon

This parameter can be accurately computed
during the phase of reverse reconciliation, if
the reconciliation is not perfect, which is often
the case in practice, value I, , should be replaced
by B, ., where § < 1 reconciliation parameter.
Similarly, mutual information between Alice
and Eve [ is determined in the same manner,
and also between Bob and Eve I . For the
case of CV QKD, reverse reconciliation is
preferable, so in formula (4) we use I.. In the
case of direct reconciliation, should be used
I, instead of .

For the CV QKD protocol with Gaussian
modulation, these quantities are equal [53]:

: 5
Ly = log, (T (7 + )" + ),

where 7= 17, + 1, I/, — the Alice's gaussian
modulation variance, y —
term that takes into account the influence of

the correction

additional noise sources (2), 1 — the detector
quantum efficiency, T — the transmission line
losses. The expression for I, may differ from
(5), and this quantity depends on the model of
additional noise and on the permissible actions
of Eve, which are dictated by the chosen model
[53].

In the case of a collective attack, the
Devetak-Winter [54] formula is applicable for
the quantity 7

roooo=1 I

Holevo 4B~ 1BE>

where y,. — Holevo quantity [7] is the
fundamental bound on the information that
can be obtained by Eve, this quantity is achieved
measurements.

with quantum collective
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The Holevo quantity can be computed after
considering the equivalent EPR version of
the protocol using the symplectic eigenvalues
of the covariance matrix vy, of Alice and
Bob, at moments before (y,,) and after
(v A“5) Bob's projective measurements. The
covariance matrix is also expressed in terms
of the protocol parameters. [55]. Then, for the
Holevo quantity, we have:

=622 o 20 221)
2 2 2 2

G(x) = (x +1)log, (x +1)— (x) log, (x),

Ay =%[Ai\/A2 —-4B],

Ay =%[Ci\/C2 —-4D],

where

A=V (A=-2T)+2T+T*(V + z,,.)"

B=T*(1,.+1’,

©)

C_ V\/E+T(V+Zline)+Alhom
TV +y,,)
D:ﬁ%_
TV +yx,)

The expression for y . may also differ from

b

(6) depending on the chosen noise model and
Eve's capabilities. The above expression (6) is
constructed for what is known as the "realistic"

model [55], in which:

Ztot = Zline +Zhom /T’
1+v,

n

Zhom = 1’

1
——1+g,
T 9

where v — detector electronic noise, ¢ — the

Z line —

excess noise.

There are indications that for CV QKD,
a coherent attack does not provide any new

information to Eve compared to a collective
attack [24].

There are other approaches to assess
security, for instance, the Renner's epsilon



INFORMATION TECHNOLOGIES

criterion [56], which is based on the trace
distance:

%”pSASBE — T ® pE” <é,

where p; g » — the density matrix of Alice, Bob,
and Eve obtained after the key distribution
session. S, 5., —the final keys of Alice and Bob,
where the index E denotes the quantum register
of Eve, 1
to a uniform key distribution of length / p, —
the density matrix of Eve, which is factorized
with respect to the systems of Alice and Bob
and is uncorrelated with them. The criterion
has a transparent interpretation, and the
matrix 7, ® p, reflects some ideal outcome
of quantum key distribution, while the matrix
P SASBE
"closer" the real situation is to the ideal one,
the better it is for Alice and Bob. This criterion
holds true in the case of any Eve's attack and
does not rely on the asymptotic limit of key

— the density matrix corresponding

represents the actual situation. Then

generation.

9. CONCLUSION

Therefore, the potential
variable protocols is significant and can
be implemented with the current level of
technological advancement. Such protocols

for continuous-

continue to be at the forefront in terms of a
secret key rate (about 2.3 Mbps at distance 25
km [57]). Moreover, the distance over which a
secret key can be distributed has significantly
increased due to the relatively new methods
of classical post-processing, Further research,
both theoretical and experimental, requires
the development and consideration models
of noises that occur during the practical
implementation of the protocol. Additionally,
it is essential to analyze and unify the numerous
existing models. Another important area
of research is CV QKD protocols secrecy
proving. Unconditional security has only been
proven for a small number of main CV QKD
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protocols. For many practically important CV
QKD protocols, security has only been proven
against collective attacks in the asymptotic
regime. Despite their specifics, continuous
variable quantum key distribution (CV QKD)
protocols may emerge as a significant rival to
protocols with discrete variables such as BB-84
in the future.
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