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etc. In [3] the Internet of things specifically
highlighted the concept of the Internet of
robotics (Internet of Robotic Things - IoRT).

It refers to such objects as "... intelligent devices

1. INTRODUCTION

The Internet of Things (IoT) is rapidly evolving
from the conceptual point of view, extending
the scope Of, ap phcgtlons, searchmg for and capable of tracking events by combining sensor
developing suitable wireless technologies. In the data from different sources, using local and
distributed “intelligence” to determine the best

actions, and then to manipulate or monitor the

last few years an important part of the Internet
of things has been realized. It is associated with

remote data collection (kilometers and tens of . : . .
objects in the physical world, and in some cases,

to physically move through this world for the
action itself... .

Vivid example for the system of IoRT objects
is unmanned automobile transport. According

kilometers) of simple data from electric and
water meters in housing and communal services
and simple management, for example, for
electric lighting in cities and on the routes [1
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to some estimates, as early as 2020, around
250 million connected cars will travel the roads
around the world [4]. In the next five years, the
number of cars equipped with communications
making
connected cars one of the main elements for
the Internet of things. Every fifth car in the
wotld will have a wireless network connection
with other devices. At the same time wireless
communications

equipment will grow dramatically,

inside the cars themselves
quickly spread from luxury models to middle-
class ones.

The article discusses the concepts of IoT and
IoRT, the possibilities that can be implemented
for the Internet of things with the use of wireless
ultrawideband direct-chaotic communication
facilities at the physical level [5] and Radio
Frequency Identification (RFID) in the range
2.85-10.6 GHz. It also presents experimental
prototypes and models of ultrawideband direct-
chaotic transceivers and active RFID tags of the
3.0 - 5.0 GHz range with such characteristics.
It should be noted that these transceivers and
tags are intended for use in sensor and active
networks [6] with arbitrary topology, which
removes a number of limitations. typical for
a number of other solutions. Using adaptive
algorithms, it is possible to change the speed and
range of transmission in the same network in
order to provide solutions for different types of
tasks.

2. INTERNET OF THINGS AND
"SMART SPACES"

A number of concepts that overlap in meaning,
but have their own specific features, are
associated with with the Internet of things.
To avoid confusion, we begin by clarifying the
terminology [7].

In the early 70's, the inventors of the Internet
drew in the imagination a world in which
networks would connect to each other, becoming
a web of interacting systems. By 1973, it became
obvious that the main thing was to figure out
how to make computers exchange information.
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By that time were developed various computer
networks had been developed, which worked
independently of each other. However, the value
of all these systems was very limited, since they
could not exchange information. To solve this
problem, the TCP/IP (Transmission Control
Protocol/Internet Protocol) was invented with
which made it became possible to connect
computers and all kinds of computer networks.
The basis of the connected world was laid. Today
every device connected to the Internet gets its IP
address, and this allows it to connect to other
devices.

In the phrase "Internet of things", "things"
literally mean things that connect to the Internet
and to each other. Each of these connected
objects has a unique identification number and
IP address. The connection can be made using
wires, cables or wireless communication. The
Internet of things implies the possibility of
moving data needed for process control to any
distance - both from another room and from
another part of the world.

Within such broad category as the Internet
of things, there are some key differences and
nuances. Therefore, it is useful to introduce basic
definitions.

The term
devices that exchange data over a conventional

“connected devices" refers to
Internet connection, or are connected to a
common network, for example, closed or
private network. The connected device does not
necessarily connect to the Internet of things,
but it happens more often. In addition, this
connectivity is spreading farther and farther,
going beyond computers and penetrating into all
corners and corners of the wotld.

There are two main types of connected
devices - they are divided into physical and
digital [8]. The first group includes such objects
and processes that do not themselves generate or
transmit digital data unless special manipulations
are made and no changes happened. The second
group includes devices that, according to their
purpose, are capable of generating data and
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transmitting them for future use. Therefore,
despite the fact that many physical objects can be
tagged using digital technologies, such as passive
RFID tags, they are not capable of generating
and transmitting any detailed meaningful data.

At the same time, RF identification is the
main tool that allows physical devices to enter
the digital world via wireless communication
channels. RFID tags can be active and passive.
Both of them allow nearby located readers to
collect data and exchange them with a computer.

Another term related to the Internet of
things is "Industrial Internet",
machines equipped with sensors that make them
"smart". In the field of industrial Internet, data
exchange is usually performed in three different
ways: machine-machine (M-M, M2M), human-
machine (H-M, H2M), and human-smartphone
(M-C, M2S) (or other devices, for example, the
tablet).

The Internet of things is able to connect
together primarily physical objects and items, and
also connect them with digital devices, including
computers and software applications.

Thus, all devices interact with each other
within a group or multi-point configuration and

concerning

exchange data in real time - often using cloud
technologies. When all these machines are
connected to people using various computing
devices, a completely new conceptual basis arises
- the “Internet of everything”. The Internet
of everything is a more developed and perfect
structure, in which the physical and digital worlds
merge into a single space.

Currently, most of the data presented on the
Internet in the form of text files, messages, audio
and photo and video files. The Internet of things
collects different new data, unites them in many
ways and gives people and machines a broader
and deeper understanding of the processes. To
do this, you need to give computers their own
tools for collecting information so that they can
see, hear and smell the world themselves [9]. The
Internet of things is able to penetrate into all the
nooks and corners, cracks, holes and wormholes
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existing in an inaccessible for perception, and
often an invisible world that extends far beyond
the abilities of human organs for sight, hearing,
smell and consciousness. It creates new types of
networks and systems - completely new routes
for data, information and knowledge.

3. REQUIREMENTS FOR WIRELESS

COMMUNICATIONS

How the Internet of things works from the

communication and network point of view?

And what in this sense determines its power as

a technology?

Two points are emphasized in [9] concerning
the network nature of the Internet of things’
power:

* Connecting a separate device increases its
power, and often also the value for the user.
However, the ability to connect a device to
an extensive network - in fact, to the Internet
of things - causes technical capabilities to
grow exponentially.

* The benefit of connected devices is not
the ability to start the engine or adjust
the temperature in the house using the
smartphone application. The real benefit will
come when the whole networks of devices
will exchange data and apply them in practice.
As a result, the products of technology
evolution will make a revolution.

These IoT properties fully comply with
the laws for networks that characterize their
capabilities. There are three such laws: Sarnov's
law, Metcalfe’s law and Reed's law [10].

Sarnov's the
emergence of radio and television networks in

law was formulated with
the early 20th century, when the broadcast to
multiple receivers came from a small number of
transmitting stations. One of the pioneers of
broadcasting David Sarnov stated the obvious:
"The value of broadcast networks is directly
proportional to the number of their listeners
and viewers.”

The Law of Metcalfe determines the growth
of the value of the network in the presence of
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connections between its nodes. The total value
for the network, where each node is accessible
to all other nodes, increases as the square of the
number of its nodes. If you have two nodes and
the value of each one is one unit, then the value
of the network merged from them becomes
four. Four interconnected nodes with value of
one unit, within the network gain a total value
of sixteen units. And the value of hundreds of
such nodes is a hundred times a hundred, that is,
ten thousand. This mathematical consequences
can be expressed economically: the connection
of the two networks gives a value significantly
greater than the value obtained by adding their
values as independent networks.

Reed's law shows that the value of a network
increases not as a square, but as an exponent, if
it is possible to form arbitrary groups within the
network for exchanging information with each
other.

What is significant is that the value of a
network moves from one category to another as
the conceptof network expands. Whether growth
is due to the gradual addition of consumers or
the transparency of the relationships, the degree
of expansion is such that it can support new
categories of "market invaders", and hence new
competitive games.

A similar, expansion-driven value shift can
be observed in the history of the Internet.
Initially, the use of the Internet was dictated by
its role as a network of terminals, which shared
selective access to a small number of expensive
main hosts. As the Internet grew, its value and
use increasingly concentrated around paired
exchange of electronic messages, files and so on,
increasing its value in accordance with the law of
Metcalfe. And with the beginning of the 1990s,
the flow of data between teleconferences and
Web sites, mailings, and so on began to dominate
the Internet, increasing value in accordance with
the exponential law for networks with the ability
to create groups. Although the functions that
prevailed before did not lose their value and did
not diminish as the Internet grew, the value and
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use of services, determined by the prevailing
laws of correspondence, grew significantly
faster. Therefore, many types of contacts and
cooperation outside the Internet have been
absorbed by the expanding functions of the
Internet, which has become a new sphere of
competition.

It is natural that in the early stages of the
development of the Internet of things, "objects"
will be connected to certain centers-nodes of the
network and their direct interaction will be set to
a minimum. These objects, except for "things"
with active and passive RFID tags, will be
sensors, that can collect and transfer some data
to the nodes, and actuators, that can transmit
control commands to "things". The task of
informational interaction between the "things"
will arise only when “thing" will need information
from other devices to analyze the situation and
make some decisions. So such a "thing" should
have at least some minimal intellectual resource
in the form of, for example, a processor, through
which it can carry the analysis.

Although various communication channels,
including cable and wires, can be used on the
Internet of things, we will be considering
radio channels and networks based on wireless
transceivers as the most in-demand. Then we can
assume that in the first stage of IoT development
the most widespread will be wireless local area
networks with the topology of the star type,
where the transceivers of "things" in the local
network interact with a certain node, and the
direct interaction between the transceivers inside
the local network will be minimal. In this case,
the contribution of local networks of Internet
of things will grow in proportion to the number
of objects connected in these networks. And in
the general dependence for potential "strength"
of the network, an additional linear factor will
appear.

With the growth of the number of "things"
in the local network, there inevitably will be a
situation in which “things" will begin to interact.
For example, it can be an intelligent sensor
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network for monitoring certain parameters
of a territory, say, a temperature and it can
independently the
situation in the territory by exchanging data
between devices and pass the results of this
analysis to the decision node. In this case, the

estimate temperature

topology of the local wireless network can vary,
depending on the location of the sensors and
the range of the radio facilities. In general, it
would be desirable for the network to allow the
implementation of any topology and at the same
time to have the capabilities of self-organization.
In this case, the contribution of local network
for Internet of things will grow in proportion to
the square of the number of objects connected
in this network. In the general dependence of
for potential "strength" of the network, an
additional quadratic multiplier will appear.
Finally, if the "things", like the objects of the
classical Internet, can participate in the formation
of arbitrary groups exchanging information with
each other, Reed's law will begin to work and the
strength of the network will grow exponentially
with the total number of objects on the network.
Is there something specific for the Internet
of things and the Internet of robotics depending
on the number of objects in them? Formally,
as we can see, the same laws as in the classical
Internet work here. However, there must be
some physical limitations on exponential growth.
Indeed, there are at least two such restrictions.
The first thing is related to the cost of nodes
in the network. Increase in the number of nodes
in the Internet of everything (in the combined
classical Internet with the Internet of things) will
mainly occur due to the Internet of things. And
the growth in the number of objects in it will
be determined by economic and technological
restrictions stemming from Moore's law. Suppose
that the number of objects in the Internet of
things is more than 10 times the number of
objects in the classical Internet. This can happen
in a limited time only if the cost of each IoT
object is significantly lower than the cost of
equipment in a typical node. Lets say it should
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decrease by 5-10 times. If this number increases
tenfold again, the unit cost should decrease by
5-10 times more. If we assume that the cost of
the classical Internet node equipment is § 500,
then an increase in the number of nodes will be
10 times when the node cost is reduced to 50-
100 $, and 100 times when the cost decreases to
1-4 §.

The second limitation is related to the
physical volume in which nodes for the Internet
of things can be placed. Let's take the volume
near and inside the Earth, in which all kinds of
sensors and objects of the Internet of things can
be placed. This volume is equal to the surface
area of the Earth, multiplied by the thickness of
the layer in which objects can be located. Let, for
definiteness, it is equal to 100 m. Then the total
volume filled with objects of the Internet will be
h =510 knr = 5-10'° »/.

If we assume that the volume of the usual
Internet is about 10 billion, then with a volume
of the Internet of everything 100 times more
than the classical Internet, the number of objects
will be 10", Or one object at 5:10* m’ - in a cube
with a side of about 40 m. Given the strong
uneven distribution of objects, their extreme
density can reach 1 object per 1 cu. m and above.

4. TECHNICAL COMMUNICATION
EQUIPMENT
The technical communication equipment of the
Internet of things, the Internet of robotics and
the Internet of everything include transceivers,
sensors, actuators, tags, readers, storage databases
(including cloud databases) and software with
a hardware on which it is located. And the
capabilities of both individual identification
points (nodes) and identification systems as a
whole will be determined by the capabilities and
characteristics of RFID tags and readers.

Let us briefly consider the main types of
radio tags and their characteristics.

We will be primarily interested in wireless
communication and radio identification devices
operating in the microwave frequency range.
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This is due to the potential need to transfer large
amounts of data combined with the requirement
for small size of the devices themselves (tags)
that are required for most mass applications.
Ultra-wideband tags should operate in the
range from 2.85 to 10.6 GHz and therefore it is
important to compare their characteristics with
narrowband devices in approximately the same
frequency range.

In general there are three types of tags can
be used in the Internet of things: passive, semi-
passive (semi-active) and active. However, they
perform and will perform different functions
in the IoT and IoRT due to their technical
characteristics. Table 1 compares the basic
properties of active and passive technologies
and their capabilities. It can be seen that the
main limitations for passive tags are a small range
and small amounts of transmitted information.
The latter makes it difficult to use passive radio
identification to connect devices of the second
type - digital devices that generate information or
process information while collecting data from
sensors. On the other hand, the significantly
greater range and data volume capabilities of
active RF tags are not free. They are provided by
much greater cost of devices and the presence

Table 1
Comparison of active and passive RFID technologies
CRITERION ACTIVE PASSIVE

Power source of a tag Internal, on a device Energy is transmitted
from reader through

radio channel

Power source on tag Yes No

Power availability on Constant Only during reading
tag

Power availability on Low High

tag

Strenght of the tag signal | High Low

on the reader

Communication range | Long (up to 100 m

and more)

More than 1000 tags
for 1 reader, possible
to serve 20 tags while
moving with a speed
more than 100 kmph

Short or very short (3 m
or less)

Hundreds of tags within
3 meters around reader,
can serve 20 tags while
moving with a speed 3
kmph or lower

Limited

Number of tags in area

Sensor possibilities Yes

Memory capacity
available for writing/
reading

High (for example
128 Kb)

Low (for example, 128
bytes)
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of power source with limited battery life on the
tags.

These circumstances determine now and will
determine in the future the scope of application
for active and passive radio identification in the
basis of the Internet of things. Note that current
popularity of active tags is connected mainly with
their ability to determine the location of tags
with sufficiently high accuracy. Ultrawideband
tags and technologies provide the better results
for solving such problems and they successfully
developing.

With the development of IoT and IoRT
technologies, the situation will change in favor
of systems that will be required to collect and
deliver large amounts of data (at least under
peak loads). Such systems will require tags as
universal devices that can identify the objects
on which they are located, enable to determine
their position in space, collect information
(for example, from sensors), process it and
transmit it to the reader or neighboring nodes.
So the tag will be transformed from the narrow
purpose device into a universal information and
communication node. At the same time, the cost
of such devices should gradually decrease, and
the battery life should be sufficient to solve the
corresponding problems.

Further, as a candidate for the role of such
devices, direct chaotic ultrawideband universal
transceiver modules capable, among other
things, to act as active labels, are considered.

Direct chaotic transceivers [11-13] were
created oriented to the standard IEEE
802.15.4a - 2007 [14], which regulates the use
of ultra-wideband signals in personal wireless
networks at the physical level (Ultra Wideband
Personal Area Networks, Physical level). In this
standard, direct chaotic signals (chaotic radio
pulses) are used as an optional data carrier. In
the following years, there was a high level of
activity in the UWB communication standards
development by the IEEE (IEEE 802.15.4 -
2011, IEEE 802.15.6 - 2012, IEEE 802.15.4f
- 2012), the International Organization for
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Standardization (ISO) and the International
Electrotechnical Commission (IEC) (ISO /
IEC 24730-61 - 2013, ISO / IEC 24730-62
- 2013).

The IEEE 802.15.4 - 2011 standard refers to
the physical layer of general purpose personal
networks, integrating and upgrading the IEEE
802.15.4 - 2006 and IEEE 802.15.4 - 2007
standards. The IEEE 802.15.6 - 2012 standard
refers to medical and consumer networks located
near the body of a person (body networks).
Standards IEEE 802.15.4f - 2012, ISO / IEC
24730-61 - 2013, ISO / IEC 24730-62 - 2013
define the requirements for ultrawideband
active radiotags. It is interesting to note that the
data transfer rate in the IEEE 802.15.4a2-2007
standard is limited to 200 Kbps, but the IEEE
802.15.4-2011
introduces the transmission rates of 110 Kbps,
850 Kbps, 6.8 Mbps and 27.2 Mbps. The same
transmission speeds appeat in the ISO / IEC
standard 24730-62 - 2013.

After the adoption of the standard for active
tags (IEEE 802.15.4f), the first devices appeared
on the market provided, among other things, the
possibility of high-precision location of labels.
These devices include Zebra UWB radio tags and
readers [15] and tags from Trackit Systems [10].
Another interesting UWB product is DecaWave's
UWB transceiver chip and a transceiver module
based on it [17]. The company also supplies a set
for development based on the chip.

Note  that these  practical
developments of UWB communications mainly

standard created on its basis

foreign

focus on the task of range determination
and object localization, while the actual task
of data transmission is given less attention.
Ultrawideband communication devices based
on chaotic radio pulses, in contrast, are mainly
designed to solve problems of information
transfer and transmission of data streams over
networks. Therefore, the requirements for these
two areas of UWB witreless communication
equipment are significantly different.
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5. UNIVERSAL MODULE AND
NETWORK NODES BASED ON IT

the development trends of
ultrawideband communication, the characteristics

Considering

of the developed transceivers based on chaotic
radio pulses and the experience gained at the
Kotelnikov Institute of Radioengineering and
Electronics (IRE) of RAS, a universal UWB
direct chaotic transceiver module was developed
[6], designed to solve a wide range of problems in
the field of short range wireless communication.

The developed ultrawideband  direct
chaotic transceiver module PPM-47 is a small-
sized device that can be connected to sensors,
actuators, batteries and other components on
special boards.

The module structure is shown in Fig. 1. It
includes an ultrawideband transmitter (UT) unit,
an ultrawideband receiver (UR) unit, an antenna,
a key (K), and a digital unit (CPU). CPU provides
control of data transmission and reception,
implements network functions and interface
for connection to external devices. Such devices
can be sensors or actuators made on separate
boards. External devices can be either digital or
analog. For the analog ones a built-in analog-to-
digital converter of the microcontroller can be
used to convert the signal to digital form. The
microcontroller used in a transceiver is a high-
performance 32-bit STM232L with reduced
power Digital
between the microcontroller of the transceiver

consumption. transmission
and external device is carried out via a high-
speed SPI interface. The module can provide
information transfer between two devices in the
point-to-point mode, as well as by the network.
In the case of network transmission all control
tasks for the network level are provided by the
microcontroller of the device itself.

» UT

erenf [

«— UR

Fig. 1. Structure of UWB transciever module.
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Structurally, the module is a board of
50x35x6 mm3 size, made on a FR-4 material
with a thickness equal to 0.6 mm.

The operating frequency range of the
transceiver module is within 3-5 GHz, the
physical transmission rate is up to 6 (12) Mbps.

The module can be used independently,
without special additional boards or devices,
for example, as a base station, connected to a
computer or as a relay. It can also be part of
sensor and actuator nodes, where sensors ot
actuators are present with it.

In Fig. 242 shows the base station based on
the module. It has a matchbox form-factor
and connects via a micro-USB connector to a
computer, laptop or smartphone. The device is
powered by a micro USB connector. The use
of wvarious additional blocks in the form of
specialized boards enables the realization of a
wide range of devices. For example, such blocks
can be: a board with a rechargeable battery,
which makes it possible to use the module as a
relay (Fig. 2b), a board with a disposable battery
(Fig. 2¢), which allows o use the module as the
active ultrawideband tag and a board with an
acoustic module (Fig. 24).

Relay node - can be used when it is necessary
to increase the communication range. Along with
the universal module includes a board with the
battery. Battery can be charged is via the micro-
USB connector (Figure 2).

Active RFID tag - a device that provides
identification for the object to which it is
attached. An active RFID tag, in addition to the
universal transceiver module, includes a power

supply board with a 600 mAh lithium battery,

(a) ()
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which allows the tag to operate autonomously for
two years or more (depending on the operating
mode). The tag, like the other devices based on
the universal module, is placed in a plastic case
with the matchbox form-factor(Fig, 2¢).
Acoustic sensor node - can be used for
personal voice communication between people
in the office or at home. It can be called a "remote
voice". Along with the universal module, it
includes a board with a microphone, a speaker,
a microcontroller and a battery. The battery is
charged via the micro-USB connector. The
acoustic sensing unit, like the tag, is placed in a
plastic case with the form-factor of a matchbox

(Fig. 24).

6. ACTIVE ULTRAWIDEBAND TAG

As an example of a node of a direct chaotic
network, let us consider in more detail the active
ultrawideband tag,

Different versions of tags are the basis for
the concept of the Internet of things and the
Internet of everything [18, 19].

The tag based on chaotic radio pulses can
work in two modes:

Beacon mode (Fig. 34). In this case, the label
periodically sends the information it contains in
the form of packets. The frequency of sending
can vary from 0.01 packets per second to 10
packets per second.

Response mode (Fig. 34). Information is sent
as a packet in response to a request from an
external device, such as a reader.

The tag works in conjunction with the
root node (reader). The reader uses the same
transceiver module as the tag. This module can
work with the internal antenna or with the external

() (@)
Fig. 2. Nodes of active UWB network based on universal module: base station (a); relay node (b); active REID tag (¢); acoustic sensor node (d).
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Identification
information

Y =

=
Y&

Identification
information
b)
Fig. 3. Interaction scheme for tags and readers: beacon mode (a);
response mode (b).

Radiotag Reader

Radiotag

Reader

one. In the first case, the communication range
is up to 30 meters. And if an external directional
antenna is used in the reader, the range can be
increased up to 100 and more meters.

To ensure long-term battery life, the device
implements the system of energy-saving modes.

Short packet length combined with a high
transmission rate allows simultaneous operation
in the beacon mode for a large number of tags
without any coordination. For example, 1000
radio tags with a packet transmission length
of 17 microseconds (10 bytes packet size) and
packet sending interval of one second will give
the probability of collision between packets
~107 in the region of stable reception.

As a power source for the tag a lithium battery
CR2450 is used. The battery has an output
voltage of 3V and is designed for small values
of the output current, 2 mA, at which excess
capacity of the battery begins to significantly
drop. The transceiver is powered by a voltage of
5V, and the peak current consumption can be
up to 45 mA. Considering these factors, a special
electrical circuit is used to power the radio tag.
It utilizes capacitors to accumulate the charge in
pauses between data transmissions and provides
the required current at the time of transmission
or reception.

DIRECT CHAOTIC COMMUNICATIONS AND ACTIVE 321

RFID TAGS FOR INTERNET OF THINGS AND...

Energy consumption for
one full cycle

o
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5-Total
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ks 4Regulators
S 0025+
<
g
3 0.02t 3-Controller
5
© 0.015F
t 2-CPLD
g 001f
5]
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0

1 2 3 4 5
Device unit

Fig. 4. Energy consumption of the device: 1 — generator; 2 —
CPLD; 3 - microcontroller; power regulators; 4 — the whole tag;

When the radio tag operates in the beacon
mode, it sends a message containing the
identification information with some constant
period. Then the message can be is received and
processed on the reader. The overall duty cycle
of the radio tag look like this. For the most of the
time of its operating cycle the device is in sleep
mode, but it periodically wakes up for the time
required to send the packet. Transitions between
modes are controlled by the microcontroller.
In the sleep mode, the entire periphery of
the device, with the exception of the power
regulators, is turned off. The microcontroller
stops all operations and counts the time until
the next packet. At the end, it switches to the
operation mode and sequentially turns on all
the necessary peripherals. After sending the
identification packet, the microcontroller turns
off all the peripherals and switches back to the
time counting mode until the next packet.

The structure of power consumption with a
breakdown by units for the beacon mode with
a period of 1 second is illustrated in Fig. 4.
Calculation of the average power consumption
gives avalue about 30 pA, with peak consumption
at the moment of transmission up to 45 mA.

7. CONCLUSION

Analysis of development prospects for the of
Internet Things and the Internet of everything
shows that their strength will be determined by
the number of “things" that interact at short
distances. In order to enable for the value of
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the Internet of everything to increase at least
proportionally to the square of the number
of connected "things", wireless short-range
communication networks which can implement
any topology and at the same time provide a
sufficiently high data transfer rate are needed.
In addition, they should be capable of long-
term autonomous wotk, even in situations with
a changeable network topology (as in the case
of mobile robot groups), and also to work in
conditions of increased range for certain cases.

Witreless UWB direct chaotic communication
devices meet the above requirements and
can provide IoT and IoRT with a wide range
of capabilities, so they can be considered as
perspective platforms, both for general-purpose
nodes and for active RFID tags.

The study was carried out at the expense of a grant
from the Russian Science Foundation (project No.
16-19-00084,).
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